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Computers

8.0 Introduction
As far as Active Directory is concerned, computers are very similar to users. In fact,
computer objects inherit directly from the user object class, which is used to repre-
sent user accounts. That means computer objects have all of the attributes of user

objects and then some. Computers need to be represented in Active Directory for
many of the same reasons users do, including the need to access resources securely,
utilize GPOs, and have permissions granted or restricted on them.

To participate in a domain, computers need a secure channel to a domain controller.
A secure channel is an authenticated connection that can transmit encrypted data.
To set up the secure channel, a computer has to present a password to a domain con-
troller. The domain controller then verifies that password against the password
stored in Active Directory with the computer’s account. Without the computer
object, and subsequently, the password stored with it, there would be no way for the
domain controller to verify a computer is what it claims to be.

The Anatomy of a Computer
The default location for computer objects in a domain is the cn=Computers container
located directly off the domain root. You can, however, create computer objects any-
where in a domain. And in Windows Server 2003, you can modify the default loca-
tion for computer objects as described in Recipe 8.12. Table 8-1 contains a list of
some of the interesting attributes that are available on computer objects.

Table 8-1. Attributes of computer objects

Attribute Description

cn Relative distinguished name of computer objects.

dnsHostName Fully qualified DNS name of the computer.
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8.1 Creating a Computer

Problem
You want to create a computer account.

Solution

Using a graphical user interface

1. Open the Active Directory Users and Computers snap-in.

2. If you need to change domains, right-click on Active Directory Users and Com-
puters in the left pane, select Connect to Domain, enter the domain name and
click OK.

3. In the left pane, browse to the parent container for the computer, right-click on
it, and select New ➝  Computer.

4. Enter the name of the computer and click OK.

Using a command-line interface

> dsadd computer "<ComputerDN>" -desc "<Description>"

lastLogonTimestamp The approximate timestamp of the last time the computer logged in the
domain. This is a new attribute in Windows Server 2003.

managedBy The distinguished name (DN) of user or group that manages the computer.

memberOf List of DNs of the groups the computer is a member of.

operatingSystem Textual description of the operating system running on the computer. See Rec-
ipe 8.10 for more information.

operatingSystemHotFix Currently not being used, but will hopefully be populated at some point.

operatingSystemServicePack Service pack version installed on the computer. See Recipe 8.10 for more
information.

operatingSystemVersion Numeric version of the operating system installed on the computer. See Recipe
8.10 for more information.

pwdLastSet Large integer that can be translated into the last time the computer’s password
was set. See Recipe 8.8 for more information.

sAMAccountName NetBIOS-style name of the computer. This is typically the name of the computer
with $ at the end.

userAccountControl Account flag that defines various account properties.

Table 8-1. Attributes of computer objects (continued)

Attribute Description
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Using VBScript

' This code creates a computer object.

' ------ SCRIPT CONFIGURATION ------

strBase = "<ParentComputerDN>"  ' e.g. cn=Computers,dc=rallencorp,dc=com
strComp = "<ComputerName>"      ' e.g. joe-xp
strDescr = "<Description>"      ' e.g. Joe's Windows XP workstation
' ------ END CONFIGURATION ---------

' ADS_USER_FLAG_ENUM

Const ADS_UF_WORKSTATION_TRUST_ACCOUNT = &h1000

set objCont = GetObject("LDAP://" & strBase)

set objComp = objCont.Create("computer", "cn=" & strComp)

objComp.Put "sAMAccountName", strComp & "$"

objComp.Put "description", strDesc

objComp.Put "userAccountControl", ADS_UF_WORKSTATION_TRUST_ACCOUNT

objComp.SetInfo

Wscript.Echo "Computer account for " & strComp & " created"

Discussion
Creating a computer object in Active Directory is not much different from creating a
user object. I set the description attribute in the CLI and API solutions, but it is not
a mandatory attribute. The only mandatory attribute is sAMAccountName which should
be set to the name of the computer with $ appended. Also note that these solutions
simply create a computer object. This does not mean any user can join a computer to
the domain with that computer account. For more information creating a computer

object and allowing a specific user or group to join the computer to the domain, see
Recipe 8.2.

See Also
Recipe 8.2 for creating a computer for a user, MS KB 222525 (Automating the Cre-
ation of Computer Accounts), MS KB 283771 (HOW TO: Pre-stage Windows 2000
Computers in Active Directory), MS KB 315273 (Automating the Creation of Com-
puter Accounts), MS KB 320187 (HOW TO: Manage Computer Accounts in Active
Directory in Windows 2000), and MSDN: ADS_USER_FLAG_ENUM
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8.2 Creating a Computer for a Specific User
or Group

Problem
You want to create a computer account for a specific user or group to join to the
domain. This requires setting permissions on the computer account so the user or
group can modify certain attributes.

Solution

Using a graphical user interface

1. Open the Active Directory Users and Computers snap-in.

2. If you need to change domains, right-click on Active Directory Users and Com-
puters in the left pane, select Connect to Domain, enter the domain name, and
click OK.

3. In the left pane, browse to the parent container for the computer, right-click on
it, and select New ➝  Computer.

4. Enter the name of the computer.

5. Click the Change button.

6. Use the Object Picker to select a user or group to join the computer to the
domain.

7. Click OK.

Using a command-line interface

In the following solution, replace <ComputerDN> with the distinguished name of the
computer object and <UserOrGroup> with the user principal name or NT-style name of
a user or group you want to manage the computer:

> dsadd computer <ComputerDN>
> dsacls <ComputerDN> /G <UserOrGroup>:CALCGRSDDTRC;;
> dsacls <ComputerDN> /G <UserOrGroup>:WP;description;
> dsacls <ComputerDN> /G <UserOrGroup>:WP;sAMAccountName;
> dsacls <ComputerDN> /G <UserOrGroup>:WP;displayName;
> dsacls <ComputerDN> /G <UserOrGroup>:WP;"Logon Information";
> dsacls <ComputerDN> /G <UserOrGroup>:WP;"Account Restrictions";
> dsacls <ComputerDN> /G <UserOrGroup>:WS;"Validated write to service principal↵
name";

> dsacls <ComputerDN> /G <UserOrGroup>:WS;"Validated write to DNS host name";

Using VBScript

' This code creates a computer object and grants a user/group rights over it

' ------ SCRIPT CONFIGURATION ------
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strComputer = "<ComputerName>"   ' e.g. joe-xp
strUser     = "<UserOrGroup>"    ' e.g. joe@rallencorp.com or RALLENCORP\joe
strDescr    = "<ComputerDescr>"  ' e.g. Joe's workstation
strDomain   = "<ComputerDomain>" ' e.g. rallencorp.com
' ------ END CONFIGURATION ---------

'############################

' Constants

'############################

' ADS_USER_FLAG_ENUM

Const ADS_UF_PASSWD_NOTREQD            = &h0020

Const ADS_UF_WORKSTATION_TRUST_ACCOUNT = &h1000

' ADS_ACETYPE_ENUM

Const ADS_ACETYPE_ACCESS_ALLOWED        = &h0

Const ADS_ACETYPE_ACCESS_ALLOWED_OBJECT = &h5

' ADS_FLAGTYPE_ENUM

Const ADS_FLAG_OBJECT_TYPE_PRESENT = &h1

' ADS_RIGHTS_ENUM

Const ADS_RIGHT_DS_SELF           = &h8

Const ADS_RIGHT_DS_WRITE_PROP     = &h20

Const ADS_RIGHT_DS_CONTROL_ACCESS = &h100

Const ADS_RIGHT_ACTRL_DS_LIST     = &h4

Const ADS_RIGHT_GENERIC_READ      = &h80000000

Const ADS_RIGHT_DELETE            = &h10000

Const ADS_RIGHT_DS_DELETE_TREE    = &h40

Const ADS_RIGHT_READ_CONTROL      = &h20000

' schemaIDGUID values

Const DISPLAY_NAME     = "{bf967953-0de6-11d0-a285-00aa003049e2}"

Const SAM_ACCOUNT_NAME = "{3e0abfd0-126a-11d0-a060-00aa006c33ed}"

Const DESCRIPTION      = "{bf967950-0de6-11d0-a285-00aa003049e2}"

' controlAccessRight rightsGUID values

Const USER_LOGON_INFORMATION     = "{5f202010-79a5-11d0-9020-00c04fc2d4cf}"

Const USER_ACCOUNT_RESTRICTIONS  = "{4C164200-20C0-11D0-A768-00AA006E0529}"

Const VALIDATED_DNS_HOST_NAME    = "{72E39547-7B18-11D1-ADEF-00C04FD8D5CD}"

Const VALIDATED_SPN              = "{F3A64788-5306-11D1-A9C5-0000F80367C1}"

'############################

' Create Computer

'############################

set objRootDSE = GetObject("LDAP://" & strDomain & "/RootDSE")

set objContainer = GetObject("LDAP://cn=Computers," & _

                             objRootDSE.Get("defaultNamingContext"))

set objComputer = objContainer.Create("Computer", "cn=" & strComputer)

objComputer.Put "sAMAccountName", strComputer & "$"

objComputer.Put "userAccountControl", _

                 ADS_UF_PASSWD_NOTREQD Or ADS_UF_WORKSTATION_TRUST_ACCOUNT

objComputer.Put "description", strDescr

objComputer.SetInfo
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'############################

' Create ACL

'############################

set objSD = objComputer.Get("ntSecurityDescriptor")

set objDACL = objSD.DiscretionaryAcl

' Special: Control Rights, List Children

'          Generic Read, Delete,

'          Delete Subtree, Read Permission

set objACE1 = CreateObject("AccessControlEntry")

objACE1.Trustee    = strUser

objACE1.AccessMask = ADS_RIGHT_DS_CONTROL_ACCESS Or _

                     ADS_RIGHT_ACTRL_DS_LIST Or _

                     ADS_RIGHT_GENERIC_READ Or _

                     ADS_RIGHT_DELETE Or _

                     ADS_RIGHT_DS_DELETE_TREE Or ADS_RIGHT_READ_CONTROL

objACE1.AceFlags   = 0

objACE1.AceType    = ADS_ACETYPE_ACCESS_ALLOWED

' Write Property: description

set objACE2 = CreateObject("AccessControlEntry")

objACE2.Trustee    = strUser

objACE2.AccessMask = ADS_RIGHT_DS_WRITE_PROP

objACE2.AceFlags   = 0

objACE2.Flags      = ADS_FLAG_OBJECT_TYPE_PRESENT

objACE2.AceType    = ADS_ACETYPE_ACCESS_ALLOWED_OBJECT

objACE2.ObjectType = DESCRIPTION

' Write Property: sAMAccountName

set objACE3 = CreateObject("AccessControlEntry")

objACE3.Trustee    = strUser

objACE3.AccessMask = ADS_RIGHT_DS_WRITE_PROP

objACE3.AceFlags   = 0

objACE3.Flags      = ADS_FLAG_OBJECT_TYPE_PRESENT

objACE3.AceType    = ADS_ACETYPE_ACCESS_ALLOWED_OBJECT

objACE3.ObjectType = SAM_ACCOUNT_NAME

' Write Property: displayName

set objACE4 = CreateObject("AccessControlEntry")

objACE4.Trustee    = strUser

objACE4.AccessMask = ADS_RIGHT_DS_WRITE_PROP

objACE4.AceFlags   = 0

objACE4.Flags      = ADS_FLAG_OBJECT_TYPE_PRESENT

objACE4.AceType    = ADS_ACETYPE_ACCESS_ALLOWED_OBJECT

objACE4.ObjectType = DISPLAY_NAME

' Write Property: Logon Information

set objACE5 = CreateObject("AccessControlEntry")

objACE5.Trustee    = strUser

objACE5.AccessMask = ADS_RIGHT_DS_WRITE_PROP

objACE5.AceFlags   = 0

objACE5.AceType    = ADS_ACETYPE_ACCESS_ALLOWED_OBJECT

objACE5.Flags      = ADS_FLAG_OBJECT_TYPE_PRESENT

objACE5.ObjectType = USER_LOGON_INFORMATION
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' Write Property: Account Restrictions

set objACE6 = CreateObject("AccessControlEntry")

objACE6.Trustee    = strUser

objACE6.AccessMask = ADS_RIGHT_DS_WRITE_PROP

objACE6.AceFlags   = 0

objACE6.AceType    = ADS_ACETYPE_ACCESS_ALLOWED_OBJECT

objACE6.Flags      = ADS_FLAG_OBJECT_TYPE_PRESENT

objACE6.ObjectType = USER_ACCOUNT_RESTRICTIONS

' Write Self: Validated SPN

set objACE7 = CreateObject("AccessControlEntry")

objACE7.Trustee    = strUser

objACE7.AccessMask = ADS_RIGHT_DS_SELF

objACE7.AceFlags   = 0

objACE7.AceType    = ADS_ACETYPE_ACCESS_ALLOWED_OBJECT

objACE7.Flags      = ADS_FLAG_OBJECT_TYPE_PRESENT

objACE7.ObjectType = VALIDATED_SPN

' Write Self: Validated DNS Host Name

set objACE8 = CreateObject("AccessControlEntry")

objACE8.Trustee    = strUser

objACE8.AccessMask = ADS_RIGHT_DS_SELF

objACE8.AceFlags   = 0

objACE8.AceType    = ADS_ACETYPE_ACCESS_ALLOWED_OBJECT

objACE8.Flags      = ADS_FLAG_OBJECT_TYPE_PRESENT

objACE8.ObjectType = VALIDATED_DNS_HOST_NAME

objDACL.AddAce objACE1

objDACL.AddAce objACE2

objDACL.AddAce objACE3

objDACL.AddAce objACE4

objDACL.AddAce objACE5

objDACL.AddAce objACE6

objDACL.AddAce objACE7

objDACL.AddAce objACE8

'############################

' Set ACL

'############################

objSD.DiscretionaryAcl = objDACL

objComputer.Put "ntSecurityDescriptor", objSD

objComputer.SetInfo

WScript.Echo "Successfully created " & strComputer & _

             " and gave rights to " & strUser

Discussion
Simply creating a computer object in Active Directory does not permit a user to join a
computer to the domain. Certain permissions have to be granted so that the user has
rights to modify the computer object. When you create a computer via the Active
Directory Users and Computers snap-in you have the option to select a user or group
to manage the computer object and join a computer to the domain using that object.
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When you use that method, eight access control entries (ACEs) are added to the
access control list (ACL) of the computer object. They are:

• List Contents, Read All Properties, Delete, Delete Subtree, Read Permissions, All
Extended Rights (i.e., Allowed to Authenticate, Change Password, Send As,
Receive As, Reset Password

• Write Property for description

• Write Property for sAMAccountName

• Write Property for displayName

• Write Property for Logon Information

• Write Property for Account Restrictions

• Validate write to DNS host name

• Validated write for service principal name

Using a graphical user interface

If you want to modify the default permissions that are applied when you select a user
or group through the GUI, double-click on the computer object after you created it
and go to the Security tab. For the Security tab to be visible, you have to select View
➝  Advanced Features.

Using a command-line interface

With the dsacls utility, you can specify either a UPN (user@domain) or down-level
style (DOMAIN\user) account name when applying permissions. Also, dsacls requires
that the displayName of the attribute, property set, or extended right you are setting
the permission on be used instead of the lDAPDisplayName, as one might expect. That
is why I had to use “Validated write to service principal name,” which is the
displayName for the Validated-SPN controlAccessRight object with the ACE for the
SPN-validated write. dsacls is also case sensitive, so be sure to specify the correct
case for the words in the displayName.

Using VBScript

After creating the computer object, similar to Recipe 8.1, I create an ACE object for
each of the eight ACEs I previously listed using the IADsAccessControlEntry inter-
face. To apply the ACEs, I retrieved the current security descriptor for the computer
object, which is stored in the nTSecurityDescriptor attribute, and then add the eight
ACEs. Finally, I called SetInfo to commit the change to Active Directory. For
more information on setting ACEs and ACLs programmatically, see the
IADsAccessControlEntry documentation in MSDN.
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See Also
Recipe 8.1 for creating a computer account, MS KB 238793 (Enhanced Security Join-
ing or Resetting Machine Account in Windows 2000 Domain), MS KB 283771
(HOW TO: Prestage Windows 2000 Computers in Active Directory), MS KB 320187
(HOW TO: Manage Computer Accounts in Active Directory in Windows 2000),
MSDN: IADsAccessControlEntry, MSDN: ADS_ACETYPE_ENUM, and MSDN:
ADS_RIGHTS_ENUM, MSDN: ADS_FLAGTYPE_ENUM

8.3 Joining a Computer to a Domain

Problem
You want to join a computer to a domain after the computer object has already been
created in Active Directory.

Solution

Using a graphical user interface

1. Log onto the computer you want to join and open the Control Panel.

2. Open the System applet.

3. Click the Computer Name tab.

4. Click the Change button.

5. Under Member of, select Domain.

6. Enter the domain you want to join and click OK.

7. You may be prompted to enter credentials that have permission to join the
computer.

8. Reboot the computer.

9. Note that the tabs in the System applet vary between Windows 2000, Windows
XP, and Windows Server 2003.

Using a command-line interface

> netdom join <ComputerName> /Domain <DomainName> /UserD <DomainUserUPN>↵
/PasswordD * /UserO <ComputerAdminUser> /PasswordO * /Reboot

Using VBScript

' This code joins a computer to a domain.

' ------ SCRIPT CONFIGURATION ------

strComputer     = "<ComputerName>"      ' e.g. joe-xp
strDomain       = "<DomainName>"        ' e.g. rallencorp.com
strDomainUser   = "<DomainUserUPN>"     ' e.g. administrator@rallencorp.com
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strDomainPasswd = "<DomainUserPasswd>"
strLocalUser    = "<ComputerAdminUser>" ' e.g. administrator
strLocalPasswd  = "<ComputerUserPasswd>"
' ------ END CONFIGURATION ---------

'########################

' Constants

'########################

Const JOIN_DOMAIN             = 1

Const ACCT_CREATE             = 2

Const ACCT_DELETE             = 4

Const WIN9X_UPGRADE           = 16

Const DOMAIN_JOIN_IF_JOINED   = 32

Const JOIN_UNSECURE           = 64

Const MACHINE_PASSWORD_PASSED = 128

Const DEFERRED_SPN_SET        = 256

Const INSTALL_INVOCATION      = 262144

'###########################

' Connect to Computer

'###########################

set objWMILocator = CreateObject("WbemScripting.SWbemLocator")

objWMILocator.Security_.AuthenticationLevel = 6

set objWMIComputer = objWMILocator.ConnectServer(strComputer,  _

                       "root\cimv2", _

                                                 strLocalUser, _

                                                 strLocalPasswd)

set objWMIComputerSystem = objWMIComputer.Get( _

                               "Win32_ComputerSystem.Name='" & _

                               strComputer & "'")

'###########################

' Join Computer

'###########################

rc = objWMIComputerSystem.JoinDomainOrWorkGroup(strDomain, _

                                                strDomainPasswd, _

                                                strDomainUser, _

                                                vbNullString, _

                                                JOIN_DOMAIN)

if rc <> 0 then

    WScript.Echo "Join failed with error: " & rc

else

    WScript.Echo "Successfully joined " & strComputer & " to " & strDomain

end if

Discussion
When trying to add a computer to Active Directory, you must first create the
computer object as described in Recipes 8.1 and 8.2. Then you can join the computer
to the domain.
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Using a graphical user interface

If you have the correct permissions in Active Directory, you can actually create a
computer object at the same time as you join it to a domain via the instructions
described in the GUI solution. Since the System applet doesn’t allow you to specify
an OU for the computer object, if it needs to create a computer object, it will do so in
the default Computers container. See Recipes 8.1 and 8.2 for more information on the
default computers container and how to change it.

Using a command-line interface

The netdom command will attempt to create a computer object for the computer dur-
ing a join if one does not already exist. An optional /OU switch can be added to spec-
ify the OU in which to create the computer object. To do so you’ll need to have the
necessary permissions to create and manage computer objects in the OU.

There are some restrictions on running the netdom join command remotely. If a Win-
dows XP machine has the ForceGuest security policy setting enabled, you cannot
join it remotely. Running the netdom command directly on the machine works
regardless of the ForceGuest setting.

Using VBScript

In order for the Win32_ComputerSystem::JoinDomainOrWorkGroup method to work
remotely, you have to use an AuthenticationLevel equal to 6 so that the traffic
between the two machines (namely the passwords) is encrypted. You can also create
computer objects using JoinDomainOrWorkGroup by using the ACCT_CREATE flag in com-
bination with JOIN_DOMAIN.

This function works only with Windows XP and Windows Server
2003 and is not available for Windows 2000 and earlier machines.

Just like with the netdom utility, you cannot run this script against a remote com-
puter if that computer has the ForceGuest setting enabled.

See Also
More information on the ForceGuest setting can be found here: http://www.microsoft.
com/technet/prodtechnol/winxppro/reskit/prde_ffs_ypuh.asp, MS KB 238793 (Enhanced
Security Joining or Resetting Machine Account in Windows 2000 Domain), MS KB
251335 (Domain Users Cannot Join Workstation or Server to a Domain), MS KB
290403 (How to Set Security in Windows XP Professional That Is Installed in a Work-
group), MSDN: Win32_ComputerSystem::JoinDomainOrWorkgroup, and MSDN:
NetJoinDomain



This is the Title of the Book, eMatter Edition
Copyright © 2003 O’Reilly & Associates, Inc. All rights reserved.

244 | Chapter 8: Computers

8.4 Moving a Computer

Problem
You want to move a computer object to a different container or OU.

Solution

Using a graphical user interface

1. Open the Active Directory Users and Computers snap-in.

2. If you need to change domains, right click on Active Directory Users and Com-
puters in the left pane, select Connect to Domain, enter the domain name, and
click OK.

3. In the left pane, right-click on the domain and select Find.

4. Beside Find, select Computers.

5. Type the name of the computer and click Find Now.

6. In the Search Results, right-click on the computer and select Move.

7. Browse to the new parent container or OU and click on it.

8. Click OK.

With the Windows Server 2003 version of Active Directory Users and
Computers you can also use the new drag and drop functionality to
move computers and other objects.

Using a command-line interface

> dsmove "<ComputerDN>" -newparent "<NewParentDN>"

Using VBScript

' This code moves a computer to the specified container/OU.

' ------ SCRIPT CONFIGURATION ------

strCompDN = "<ComputerDN>"  ' e.g. cn=joe-xp,cn=Users,dc=rallencorp,dc=com
strOUDN = "<NewParentDN>"   ' e.g. ou=workstations,dc=rallencorp,dc=com
' ------ END CONFIGURATION ---------

set objComp = GetObject("LDAP://" & strCompDN)

set objOU = GetObject("LDAP://" & strOUDN)

objOU.MoveHere objComp.ADsPath, objComp.Name

Discussion
You can move computer objects around a domain without much impact on the com-
puter itself. You just need to be cautious of the security settings on the new parent
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OU, which may impact a user’s ability to manage the computer object in Active
Directory. Also, if GPOs are used differently on the new parent, it could impact
booting and logon times.

See Also
Recipe 4.17 for moving an object to a different OU, and Recipe 4.18 for moving an
object to a different domain

8.5 Renaming a Computer

Problem
You want to rename a computer.

Solution

Using a graphical user interface

1. Log on to the computer either directly or with a remote console application,
such as Terminal Services.

2. Open the Control Panel and double-click on the System Applet.

3. Select the Computer Name tab and click the Change button.

4. Under Computer Name, type the new name of the computer and click OK until
you are out of the System applet.

5. Reboot the machine.

Using a command-line interface

> netdom renamecomputer <ComputerName> /NewName <NewComputerName> /UserD↵
<DomainUserUPN> /PasswordD * /UserO <ComputerAdminUser> /PasswordO * /Reboot

Using VBScript

' This code renames a computer in AD and on the host itself.

' ------ SCRIPT CONFIGURATION ------

strComputer     = "<ComputerName>"       e.g. joe-xp
strNewComputer  = "<NewComputerName>"    e.g. joe-pc
strDomainUser   = "<DomainUserUPN>"      e.g. administrator@rallencorp.com
strDomainPasswd = "<DomainUserPasswd>"
strLocalUser    = "<ComputerAdminUser>"  e.g. joe-xp\administrator
strLocalPasswd  = "<ComputerAdminPasswd>"
' ------ END CONFIGURATION ---------

'###########################

' Connect to Computer

'###########################
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set objWMILocator = CreateObject("WbemScripting.SWbemLocator")

objWMILocator.Security_.AuthenticationLevel = 6

set objWMIComputer = objWMILocator.ConnectServer(strComputer,  _

                                                 "root\cimv2", _

                                                 strLocalUser, _

                                                  strLocalPasswd)

set objWMIComputerSystem = objWMIComputer.Get( _

                               "Win32_ComputerSystem.Name='" & _

                               strComputer & "'")

'###########################

' Rename Computer

'###########################

rc = objWMIComputerSystem.Rename(strNewComputer, _

                                 strDomainPasswd, _

                                 strDomainUser)

if rc <> 0 then

    WScript.Echo "Rename failed with error: " & rc

else

    WScript.Echo "Successfully renamed " & strComputer & " to " & _

                 strNewComputer

end if

WScript.Echo "Rebooting..."

set objWSHShell = WScript.CreateObject("WScript.Shell")

objWSHShell.Run "rundll32 shell32.dll,SHExitWindowsEx 2"

Discussion
Renaming a computer consists of two operations: renaming the computer object in
Active Directory and renaming the hostname on the machine itself. To do it in one
step, which each of the three solutions offer, you must have permission in Active
Directory to rename the account and administrator permissions on the target
machine. For the rename operation to be complete, you must reboot the computer.

In some cases, renaming a computer can adversely affect services run-
ning on the computer. For example, you cannot rename a machine
that is a Windows 2000 domain controller or a Windows Certificate
Authority without first removing those services.

Using a graphical user interface

After you rename the computer, you will be prompted to reboot the machine. You
can cancel out if necessary, but you’ll need to reboot at some point to complete the
rename operation.
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Using a command-line interface

The renamecomputer option in netdom is new to Windows Server 2003. It can run
remotely and includes a /Reboot switch that allows you to automatically reboot the
computer after the rename is complete.

Using VBScript

The Win32_ComputerSystem::Rename method must be run on the local machine unless
the computer is a member of a domain. Unlike the GUI and CLI solutions, you can-
not specify alternate credentials for the connection to the computer other than
domain credentials. For this reason, the user and password you use with the Rename

method must have administrative privileges on the target machine (i.e., part of the
Administrators group) and on the computer object in Active Directory.

This method is new in Windows XP and Windows Server 2003, and is
not available on Windows 2000 and earlier machines.

See Also
Recipe 4.19 for renaming objects, MS KB 228544 (Changing Computer Name in
Windows 2000 Requires Restart), MS KB 238793 (Enhanced Security Joining or
Resetting Machine Account in Windows 2000 Domain), MS KB 260575 (HOW TO:
Use Netdom.exe to Reset Machine Account Passwords of a Windows 2000 Domain
Controller), MS KB 325354 (HOW TO: Use the Netdom.exe Utility to Rename a
Computer in Windows Server 2003), and MSDN: Win32_ComputerSystem::
Rename

8.6 Testing the Secure Channel for a Computer

Problem
You want to test the secure channel of a computer.

Solution

Using a command-line interface

> nltest /server:<ComputerName> /sc_query:<DomainName>

Discussion
Every member computer in an Active Directory domain establishes a secure channel
with a domain controller. The computer’s password is stored locally in the form of
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an LSA secret and in Active Directory. This password is used by the NetLogon ser-
vice to establish the secure channel with a domain controller. If, for some reason, the
LSA secret and computer password become out of sync, the computer will no longer
be able to authenticate in the domain. The nltest /sc_query command can query a
computer to verify its secure channel is working. Here is sample output from the
command when things are working:

Flags: 30 HAS_IP  HAS_TIMESERV

Trusted DC Name \\dc1.rallencorp.com

Trusted DC Connection Status Status = 0 0x0 NERR_Success

The command completed successfully

If a secure channel is failing, you’ll need to reset the computer as described in Recipe
8.7. Here is sample output when things are not working:

Flags: 0

Trusted DC Name

Trusted DC Connection Status Status = 1311 0x51f ERROR_NO_LOGON_SERVERS

The command completed successfully

See Also
Recipe 8.7 for resetting a computer and MS KB 216393 (Resetting Computer
Accounts in Windows 2000 and Windows XP)

8.7 Resetting a Computer

Problem
You want to reset a computer because its secure channel is failing.

Solution

Using a graphical user interface

1. Open the Active Directory Users and Computers snap-in.

2. If you need to change domains, right-click on Active Directory Users and Com-
puters in the left pane, select Connect to Domain, enter the domain name, and
click OK.

3. In the left pane, right-click on the domain and select Find.

4. Beside Find, select Computers.

5. Type the name of the computer and click Find Now.

6. In the Search Results, right-click on the computer and select Reset Account.

7. Click Yes to verify.

8. Click OK.

9. Rejoin computer to the domain.
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Using a command-line interface

You can use the dsmod utility to reset a computer’s password. You will need to rejoin
the computer to the domain after doing this.

> dsmod computer  "<ComputerDN>" -reset

Another option is to use the netdom command, which can reset the computer so that
you do not need to rejoin it to the domain:

> netdom reset <ComputerName> /Domain <DomainName> /UserO <UserUPN> /PasswordO *

Using VBScript

' This resets an existing computer object's password to initial default.

' You'll need to rejoin the computer after doing this.

set objComputer = GetObject("LDAP://<ComputerDN>")
objComputer.SetPassword "<ComputerName>"

Discussion
When you’ve identified that a computer’s secure channel has failed, you’ll need to
reset the computer, which consists of setting the computer object password to the
name of the computer. This is the default initial password for new computers. Every
30 days Windows 2000 and newer systems automatically change their passwords in
the domain. After you’ve set the password, you’ll need to rejoin the computer to the
domain since it will no longer be able to communicate with a domain controller due
to unsynchronized passwords. However, the netdom reset command will try to reset
the password on both the computer and in Active Directory, which will not necessi-
tate rejoining it to the domain if successful.

See Also
Recipe 8.3 for joining a computer to a domain, Recipe 8.6 for testing a secure chan-
nel, MS KB 216393 (Resetting Computer Accounts in Windows 2000 and Windows
XP), and MS KB 325850 (HOW TO: Use Netdom.exe to Reset Machine Account
Passwords of a Windows Server 2003 Domain Controller)

8.8 Finding Inactive or Unused Computers

Problem
You want to find inactive computer accounts in a domain.
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Solution

These solutions only apply to Windows-based machines. Other types
of machines (e.g., Unix) that have accounts in Active Directory may
not update their login timestamps or passwords, which are used to
determine inactivity.

Using a command-line interface

The following query will locate all inactive computers in the current forest:

> dsquery computer forestroot -inactive <NumWeeks>

You can also use domainroot in combination with the -d option to query a specific
domain:

> dsquery computer domainroot -d <DomainName> -inactive <NumWeeks>

or you can target your query at a specific container:

> dsquery computer ou=MyComputers,dc=rallencorp,dc=com -inactive <NumWeeks>

This can only be run against a Windows Server 2003 domain func-
tional level or higher domain.

Using Perl

#!perl

#-----------------------

# Script Configuration

#-----------------------

# Domain and container/OU to check for inactive computer accounts

my $domain        = 'amer.rallencorp.com';

# set to empty string to query entire domain

my $computer_cont = 'cn=Computers,';

# Number of weeks used to find inactive computers

my $weeks_ago = 30;

#-----------------------

# End Configuration

#-----------------------

use strict;

use Win32::OLE;

   $Win32::OLE::Warn = 3;

use Math::BigInt;

# Must convert the number of seconds since $weeks_ago

# to a large integer for comparison against lastLogonTimestamp

my $sixmonth_secs = time - 60*60*24*7*$weeks_ago;
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my $intObj = Math::BigInt->new($sixmonth_secs);

   $intObj = Math::BigInt->new($intObj->bmul('10 000 000'));

my $sixmonth_int = Math::BigInt->new(

                        $intObj->badd('116 444 736 000 000 000'));

   $sixmonth_int =~ s/^[+-]//;

# Setup the ADO connections

my $connObj                         = Win32::OLE->new('ADODB.Connection');

$connObj->{Provider}                = "ADsDSOObject";

$connObj->Open;

my $commObj                         = Win32::OLE->new('ADODB.Command');

$commObj->{ActiveConnection}        = $connObj;

$commObj->Properties->{'Page Size'} = 1000;

# Grab the default root domain name

my $rootDSE = Win32::OLE->GetObject("LDAP://$domain/RootDSE");

my $rootNC = $rootDSE->Get("defaultNamingContext");

# Run ADO query and print results

my $query  = "<LDAP://$domain/$computer_cont$rootNC>;";

$query .=  "(&(objectclass=computer)";

$query .=    "(objectcategory=computer)";

$query .=    "(lastlogontimestamp<=$sixmonth_int));";

$query .=  "cn,distinguishedName;";

$query .= "subtree";

$commObj->{CommandText} = $query;

my $resObj = $commObj->Execute($query);

die "Could not query $domain: ",$Win32::OLE::LastError,"\n"

  unless ref $resObj;

print "\nComputers that have been inactive for $weeks_ago weeks or more:\n";

my $total = 0;

while (!($resObj->EOF)) {

   my $cn  = $resObj->Fields(0)->value;

   print "\t",$resObj->Fields("distinguishedName")->value,"\n";

   $total++;

   $resObj->MoveNext;

}

print "Total: $total\n";

Discussion

Using a command-line interface

The dsquery computer command is very handy for finding inactive computers that
have not logged into the domain for a number of weeks or months. You can pipe the
results of the query to dsrm if you want to remove the inactive computer objects from
Active Directory in a single command. Here is an example that would delete all com-
puters in the current domain that have been inactive for 12 weeks or longer:

> for /F "usebackq" %i in (`dsquery computer domainroot -inactive 12`) do dsrm %i



This is the Title of the Book, eMatter Edition
Copyright © 2003 O’Reilly & Associates, Inc. All rights reserved.

252 | Chapter 8: Computers

Unless you have a requirement for quickly removing unused computer objects, I’d
recommend allowing them to remain inactive for at least three months before remov-
ing them. If you don’t really care when the objects get removed, use a year (i.e., 52
weeks) to be on the safe side.

Using Perl

With Windows 2000 Active Directory, the only way you can determine if a com-
puter is inactive is to query either the pwdLastSet or lastLogon attributes. The
pwdLastSet attribute is a 64-bit integer that translates into the date and time the com-
puter last updated its password. Since computers are suppose to change their pass-
word every 30 days, you could run a query that finds the computers that have not
changed their password in several months. This is difficult with VBScript because it
does not handle 64-bit integer manipulation very well. There are third-party add-ons
you can get that provide 64-bit functions, but none of the built-in VBScript func-
tions can do it and it is non-trivial to implement without an add-on.

The lastLogin attribute can also be used to find inactive computers because that
attribute contains a 64-bit integer representing the last time the computer logged into
the domain. The problem with the lastLogin attribute is that it is not replicated.
Since it is not replicated, you have to query every domain controller in the domain to
find the most recent lastLogin value. As you can imagine, this is less than ideal, espe-
cially if you have a lot of domain controllers.

Fortunately, in Windows Server 2003, Microsoft added a new attribute called
lastLogonTimestamp to user and computer objects. This attribute contains the approx-
imate last logon timestamp (again in a 64-bit, large-integer format) for the user or
computer and is replicated to all domain controllers. It is the “approximate” last
logon because the domain controllers will update the value only if it hasn’t been
updated for a certain period of time (such as a week). This prevents the attribute
from being updated constantly and causing a lot of unnecessary replication traffic.

Since VBScript was out of the question, I turned to my first love...Perl. It is very rare to
find a problem that you can’t solve with Perl and this is no exception. The biggest issue
is manipulating a number to a 64-bit integer, which we can do with the Math::BigInt

module.

First, I determine the time in seconds from 1970 for the date that we want to query
computer inactivity against. That is, take the current time and subtract the number
of weeks we want to go back. Then I have to convert that number to a big integer.
The last step is simply to perform an ADO query for all computers that have a
lastLogonTimestamp less than or equal to the value I just calculated.

See Also
Recipe 6.26 for finding users whose accounts are about to expire
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8.9 Changing the Maximum Number of
Computers a User Can Join to the Domain

Problem
You want to grant users the ability to join more or fewer than 10 computers to a
domain. This limit is called the machine account quota.

Solution

Using a graphical user interface

1. Open ADSI Edit.

2. Right-click on the domainDNS object for the domain you want to change and
select Properties.

3. Edit the ms-DS-MachineAccountQuota attribute and enter the new quota value.

4. Click OK twice.

Using a command-line interface

In the following LDIF code replace <DomainDN> with the distinguished name of the
domain you want to change and replace <Quota> with the new machine account
quota:

dn: <DomainDN>
changetype: modify

replace: ms-DS-MachineAccountQuota

ms-DS-MachineAccountQuota: <Quota>
-

If the LDIF file was named change_computer_quota.ldf, you would then run the fol-
lowing command:

> ldifde -v -i -f change_computer_quota.ldf

Using VBScript

' This code sets the machine account quota for a domain.

' ------ SCRIPT CONFIGURATION ------

intQuota  = <Quota>
strDomain = "<DomainDNSName>"  ' e.g. emea.rallencorp.com
' ------ END CONFIGURATION ---------

set objRootDSE = GetObject("LDAP://" & strDomain & "/RootDSE")

set objDomain = GetObject("LDAP://" & objRootDSE.Get("defaultNamingContext"))

objDomain.Put "ms-DS-MachineAccountQuota", intQuota

objDomain.SetInfo

WScript.Echo "Updated user quota to " & intQuota
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Discussion
In a default Active Directory installation, members of the Authenticated Users group
can add and join up to 10 computer accounts in the default Computers container. The
number of computer accounts that can be created is defined in the ms-DS-

MachineAccountQuota attribute on the domainDNS object for a domain. The default set-
ting is artificially set to 10, but you can easily change that to whatever number you
want, including 0, via the methods described in the Solution section. If you set it to
0, users have to be granted explicit permissions in Active Directory to join comput-
ers, such as those described in Recipe 8.3.

Another method for granting users the right to add computer objects, although not
recommended, is via group policy. If you grant the “Add workstation to domain”
right via Computer Configuration ➝ Windows Settings ➝ Security Settings ➝

Local Policies ➝ User Rights Assignment, then users will be able to create computer
accounts even if they do not have create child permissions on the default Computers

container. This is a holdover from Windows NT to maintain backwards compatibil-
ity, and should not be used unless absolutely necessary.

See Also
Recipe 8.3 for permissions needed to join computers to a domain, MS KB 251335
(Domain Users Cannot Join Workstation or Server to a Domain), and MS KB
314462 (“You Have Exceeded the Maximum Number of Computer Accounts” Error
Message When You Try to Join a Windows XP Computer to a Windows 2000
Domain)

8.10 Finding Computers with a Particular OS

Problem
You want to find computers that have a certain OS version, release, or service pack
in a domain.

Solution

Using a graphical user interface

1. Open LDP.

2. From the menu, select Connection ➝  Connect.

3. For Server, enter the name of a domain controller (or leave blank to do a server-
less bind).

4. For Port, enter 389.



This is the Title of the Book, eMatter Edition
Copyright © 2003 O’Reilly & Associates, Inc. All rights reserved.

Finding Computers with a Particular OS | 255

5. Click OK.

6. From the menu, select Connection ➝  Bind.

7. Enter credentials of a user to perform the search.

8. Click OK.

9. From the Menu, select Browse ➝  Search.

10. For Base Dn, enter the base of where you want your search to begin.

11. For Filter, enter a filter that contains the OS attribute you want to search on. For
example, a query for all computers that are running Windows XP would be the
following:

(&(objectclass=computer)(objectcategory=computer)(operatingSystem=Windows XP

Professional))

12. Select the appropriate Scope based on how deep you want to search.

13. Click the Options button if you want to customize the list of attributes returned
for each matching object.

14. Click Run and the results will be displayed in the right pane.

Using a command-line interface

> dsquery * <DomainDN> -scope subtree -attr "*" -filter "(&(objectclass=↵
computer)(objectcategory=computer)(operatingSystem=Windows Server 2003))"

Using VBScript

' This code searches for computer objects that have Service Pack 1 installed.

' ------ SCRIPT CONFIGURATION ------

strBase    =  "<LDAP://" & "<DomainDN>" & ">;"
' ------ END CONFIGURATION ---------

strFilter  = "(&(objectclass=computer)(objectcategory=computer)" & _

             "(operatingSystemServicePack=Service Pack 1));"

strAttrs   = "cn,operatingSystem,operatingSystemVersion," & _

             " operatingSystemServicePack;"

strScope   = "subtree"

set objConn = CreateObject("ADODB.Connection")

objConn.Provider = "ADsDSOObject"

objConn.Open "Active Directory Provider"

Set objRS = objConn.Execute(strBase & strFilter & strAttrs & strScope)

objRS.MoveFirst

while Not objRS.EOF

    Wscript.Echo objRS.Fields(0).Value

    Wscript.Echo objRS.Fields(1).Value

    Wscript.Echo objRS.Fields(2).Value

    Wscript.Echo objRS.Fields(3).Value

    Wscript.Echo objRS.Fields(4).Value

    WScript.Echo

    objRS.MoveNext

wend
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Discussion
When a computer joins an Active Directory domain, the operating system attributes
are updated for the computer object. There are four of these attributes, which can be
used in queries to find computers that match certain OS-specific criteria, like service
pack level. These attributes include the following:

operatingSystem

Descriptive name of the installed Operating System (e.g., Windows Server 2003,
Windows 2000 Server, and Windows XP Professional)

operatingSystemVersion

Numerical representation of the operating system (e.g., 5.0 (2195) and 5.2
(3757))

operatingSystemServicePack

Current service pack level if one is installed (e.g., Service Pack 2 and Service Pack 3)

This recipe only applies to Windows-based machines. Other types of
machines (e.g., Unix) that have accounts in Active Directory do not
automatically update their OS attributes.

8.11 Binding to the Default Container
for Computers

This recipe requires the Windows Server 2003 domain functional
level.

Problem
You want to bind to the default container that new computers objects are created in.

Solution

Using a graphical user interface

1. Open LDP.

2. From the menu, select Connection ➝  Connect.

3. For Server, enter the name of a domain controller (or leave blank to do a server-
less bind).

4. For Port, enter 389.

5. Click OK.

6. From the menu, select Connection ➝  Bind.
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7. Enter credentials of a domain user.

8. Click OK.

9. From the menu, select View ➝  Tree.

10. For the DN, enter:
<WKGUID=aa312825768811d1aded00c04fd8d5cd,<DomainDN>>

where <DomainDN> is the distinguished name of a domain.

11. Click OK.

12. In the left menu, you can now browse the default computers container for the
domain.

Using a command-line interface

With tools like netdom, if there is an option to only specify the name of the com-
puter, and not its DN or parent container, the default computers container is typi-
cally used.

Using VBScript

' This code illustrates how to bind to the default computers container.

' ------ SCRIPT CONFIGURATION ------

strDomain = "<DomainDNSName>"   ' e.g. apac.rallencorp.com
' ------ END CONFIGURATION ---------

' Computer GUID as defined in ntdsapi.h

Const ADS_GUID_COMPUTRS_CONTAINER = "aa312825768811d1aded00c04fd8d5cd"

set objRootDSE = GetObject("LDAP://" & strDomain & "/RootDSE")

set objCompContainer = GetObject("LDAP://<WKGUID=" & _

                             ADS_GUID_COMPUTRS_CONTAINER & "," & _

                             objRootDSE.Get("defaultNamingContext") & ">" )

WScript.Echo objCompContainer.Get("distinguishedName")

Discussion
There are several important objects within each Active Directory domain that need
to be “rename safe.” By that I mean you should be able to rename the object and not
impact other applications that may depend on it. It is for this reason that Microsoft
created WKGUID binding. WKGUID allows you to use a well-known GUID to bind
with instead of a distinguished name.

For example, the default computers container has the following WKGUID:

aa312825768811d1aded00c04fd8d5cd

You can use the GUID to bind to the default computers container in the domain
using the following ADsPath:

LDAP://<WKGUID=aa312825768811d1aded00c04fd8d5cd,dc=apac,dc=rallencorp,dc=com>
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The list of well-known objects for a domain is contained in the wellKnownObjects

attribute of the domainDNS object for the domain. The wellKnownObjects attribute is
multivalued with DNWithBinary syntax. The following is an example of what that
attribute looks like for the rallencorp.com domain:

B:32:AA312825768811D1ADED00C04FD8D5CD:CN=Computers,DC=rallencorp,DC=com; B:32:

F4BE92A4C777485E878E9421D53087DB:CN=Microsoft,CN=Program Data,DC=rallencorp,DC=com;

B:32:09460C08AE1E4A4EA0F64AEE7DAA1E5A:CN=Program Data,DC=rallencorp,DC=com; B:32:

22B70C67D56E4EFB91E9300FCA3DC1AA:CN=ForeignSecurityPrincipals,DC=rallencorp,DC=com;

B:32:18E2EA80684F11D2B9AA00C04F79F805:CN=Deleted Objects,DC=rallencorp,DC=com; B:32:

2FBAC1870ADE11D297C400C04FD8D5CD:CN=Infrastructure,DC=rallencorp,DC=com; B:32:

AB8153B7768811D1ADED00C04FD8D5CD:CN=LostAndFound,DC=rallencorp,DC=com; B:32:

AB1D30F3768811D1ADED00C04FD8D5CD:CN=System,DC=rallencorp,DC=com; B:32:

A361B2FFFFD211D1AA4B00C04FD7D83A:OU=Domain Controllers,DC=rallencorp,DC=com; B:32:

A9D1CA15768811D1ADED00C04FD8D5CD:CN=Users,DC=rallencorp,DC=com;

Each value has the format of:

B:NumberofBytes:GUID:DistinguishedName

As you can see, the GUID for the first value is the same as the one we used in the
ADsPath above to bind to the default computers container.

See Also
Recipe 8.12 for changing the default computers container and MSDN: Binding to
Well-Known Objects Using WKGUID

8.12 Changing the Default Container
for Computers

Problem
You want to change the container that computers are created in by default.

Solution

Using a graphical user interface

1. Open LDP.

2. From the menu, select Connection ➝  Connect.

3. For Server, enter the name of a domain controller (or leave blank to do a server-
less bind).

4. For Port, enter 389.

5. Click OK.

6. From the menu, select Connection ➝  Bind.
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7. Enter credentials of a domain user.

8. Click OK.

9. From the menu, select Browse ➝  Modify.

10. For Dn, enter the distinguished name of the domainDNS object of the domain you
want to modify.

11. For Attribute, enter wellKnownObjects.

12. For Values, enter the following:
B:32:AA312825768811D1ADED00C04FD8D5CD:CN=Computers,<DomainDN>

where <DomainDN> is the same as the DN you enter for the Dn field.

13. Select Delete for the Operation and click the Enter button.

14. Go back to the Values field and enter the following:
B:32:AA312825768811D1ADED00C04FD8D5CD:<NewComputersParent>,<DomainDN>

where <NewComputersParent> is the new parent container for new computer
objects (e.g., ou=RAllenCorp Computers).

15. Select Add for the Operation and click the Enter button.

16. Click the Run button.

17. The result of the operations will be displayed in the right pane of the main LDP
window.

Using a command-line interface

> redircmp "<NewParentDN>"

Using VBScript

' This code changes the default computers container.

' ------ SCRIPT CONFIGURATION ------

strNewComputersParent = "<NewComputersParent>" ' e.g. OU=RAllenCorp Computers
strDomain             = "<DomainDNSName>"      ' e.g. rallencorp.com
' ------ END CONFIGURATION ---------

Const COMPUTER_WKGUID = "B:32:AA312825768811D1ADED00C04FD8D5CD:"

' ADS_PROPERTY_OPERATION_ENUM

Const ADS_PROPERTY_APPEND = 3

Const ADS_PROPERTY_DELETE = 4

set objRootDSE = GetObject("LDAP://" & strDomain & "/RootDSE")

set objDomain = GetObject("LDAP://" & objRootDSE.Get("defaultNamingContext"))

set objCompWK = GetObject("LDAP://" & _

                           "<WKGUID=AA312825768811D1ADED00C04FD8D5CD," & _

                           objRootDSE.Get("defaultNamingContext") & ">")

objDomain.PutEx ADS_PROPERTY_DELETE, "wellKnownObjects", _

                Array( COMPUTER_WKGUID & objCompWK.Get("distinguishedName"))

objDomain.PutEx ADS_PROPERTY_APPEND, "wellKnownObjects", _
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                Array( COMPUTER_WKGUID & strNewComputersParent & "," &

                       objRootDSE.Get("defaultNamingContext") )

objDomain.SetInfo

WScript.Echo "New default Computers container set to " & _

              strNewComputersParent

Discussion
Most Active Directory administrators do not use the Computers container within the
Domain naming context as their primary computer repository. One reason is that
since it is a container and not an OU, you cannot apply a group policy to it. If you
have another location where you store computer objects, you might want to consider
changing the default container used to bind to the computers container by changing
the well-known objects attribute, as shown in this recipe. This could be beneficial if
you want to ensure computers cannot sneak into Active Directory without any group
policies applied to it.

See Recipe 8.11 for more information on how well-known objects are specified in
Active Directory.

See Also
MS KB 324949 (Redirecting the Users and Computers Containers in Windows
Server 2003 Domains)


